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Classical Cryptography
(v & BABF)




Caesar Cipher

earliest known substitution cipher
by Julius Caesar

first attested use in military affairs
replaces each letter by 3rd letter on
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Caesar Cipher

= Example:

BHX : meet me after the toga party
2 . PHHW Ph DIWHU WKH WRJD SDUWB
= Can define transformation as

B abcdefghijklmnoepgqrstuvywxy?z
BV . DEFGHIJEKLMNOPOQRSTUVWXYZABOC
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The Adventure of the Dancing Mer
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‘; In Sherlock Holmes' story ""The

Adventure of the Dancing Men'', a
man reports that his wife, Elsie,
became upset when she received
several notes with figures of dancing
men on them. Holmes went about
deciphering the code. He knew that E
is the most common letter in the
English language and that there was a
high probability that the name "Elsie"
appeared somewhere in one of the
messages. Using this information, can
you decipher the messages she received
and the one message she sent?



The Adventure of the Dancing Me

Dancing Man Code
(Sherlock Holmes)

XEIXXFATITKEY

A B CDEVFGHIJ KL M

§UAFREXILT AL F

NOPQRSTUVWXY Z

KEASREADRD

1 2 3456 78 90
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‘ The Adventure of the Dancing Me

1E5-T0EEDN 92 ¢
)CR 00608 CSLA

“ELSIE PREPARE TO MEET THY GOD”
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‘ Enigma Machine

Lampboard
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Reflector Slow Middle Fast :

rotor rotor rotor

YHA N s SDEF NGl H W K

Keyboard
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Rotors of Enigma Machine

eXx.
A a Ale———ela A a
B b B b B b
C ¢ C ¢ C C
D d D d D d
E e E e E e
Fle——e|f F f F f Rotor
After second After first Initial
rotation rotation position
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Contemporary Cryptography

#1180 Z 15 (symmetric key cryptography)

N B 82518 (public key cryptography)
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Secret kev shared by Secret keyv shared by
sender and recipient sender and recipient
Transmitted —
ciphertext —
"‘ 4" ]
———
y y
Plaintext , , . , Plaintext
. Encryption algorithm Decryption algorithm
mput ' _ - , output
(e.g., DES) (reverse of encryption
algorithm)
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Secret key shared by

sender and recipient
Fo

Y

Secure Channel

Secret Key shared by
sender and recipient

7

Transmitted
ciphertext

V
Plaintext . .
. Encrvption algorithm
input : _
(e.g.. DES)
2015/04/09
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Plaintext

Decrvption algorithm output

(reverse of encrvption
algorithm)
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Data Encryption Standard (DES)
Triple DES (3DES)

IDEA

RC4

AES
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NEAEBE
== (Public Key Cryotosystem)
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‘Public key F#EMEIA (M0AEE)

= AliceAUiGEA B EF#5Bob

Bob’s private key

(O

2015/04/09 RRFES2015



NS SRR B Y [ I

n (AFEEHEN=
5] - RSA *s, PXQ)
2

*

B XXM  EXC
 J
4

0,0, (FBER)

2015/04/09



NESRTEMNT ST

EREE LR E
s FE 5 #ER=E (Prime Factoring)

s BHEEVE 2RI RE(Discrete Logarithm)

o Computational Diffie-Hellman Problem
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H 4 ARS8 (IFP)

F:ﬁ:n=15
“® -

s i :n=4284179

In|=768 bits, 2009 75 fiZ
B L, |n=1024

RS- n=247 ‘

= -

[ :n=83887277

&

S: |n|=1024bit
o .

| e
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| US$10,000 — RSA-576

18819881292060796383869723946165043980716356337941
7382700763356422988859715234665485319060606504 7430
45317388011303396716199692321205734031879550656996

221305168759307650257059

Solved on Dec. 3, 2003

398075086424064937397125500550386491199064 362
342526708406385189575946388957261/768583317

47277214610743530253622307197304822463291469
5302097116459852171130520711256363590397527
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US$200,000 — RSA-2048

&4
251959084 7565789349402718324004839857142928
2126204032027 777137836043662020707595556264
0185258807844069182906412495150821892985591
4917618450280848912007284499268739280728777
6735971418347270261896375014971824691165077
6133798590957000973304597488084284017974291
0064245869181719511874612151517265463228221
6869987549182422433637259085141865462043576
7984233871847744479207399342365848238242811
9816381501067481045166037730605620161967625
6133844143603833904414952634432190114657544
4541784240209246165157233507787077498171257
7246796292638635637328991215483143816/89988
5040445364023527381951378636564391212010397
0sh22822120720357 pET TS

155,



‘%ﬁ B ¥t 24 B RE (Discrete Logarithm

Problem)

[BlRE: B8 p. =40 VY
% mE Y=0 modp
) X
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ModulariB & (mod)

0 aRkbnBREZBRBEESE
a =b(modn)
o 15
2 =7(mod)5)
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Discrete Logarithm Problem

EX.

8=2*mod 11, X=

18=2* mod 19, X=

18=3* mod 23, X=

1=7*mod 3571 X=
B AL, |p|=1024

2015/04/09 RRFES2015



Symmetric Encryption

Secret kev shared by Secret kev shared by
sender and recipient sender and recipient
=
Transmitted —
ciphertext —
h 4" ——
—
y |
Plaintext , . . . Plaintext
. Encryvption algorithm Decryption algorithm
mput * iy , output
(e.g., DES) (reverse of encryption
algorithm)
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Dittie-Hellman Key Exchange

Protocol

PKCEI’]*EE,.,J.%W Diffie #1M. E. HellmaniE
1976 iR

ZEMEE ﬁAﬁﬁ A BY [

common number =2

random number=5bH

2° =32 b

el ¥

%2 = 1,048,576 |16°=1,048,576 °

2015/04/09 RRFES2015

random number = 4
2 =16
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Asymmetric Encryption

FPavae Fey
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RSA Cryptosystem
ElGamal Cryptosystem
Digital Signature Algorithm (DSA)
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Alices's
public key

Jov

Mike Boh

Baob's public

Y

Bob 's private

key key
ra . ra
Transmitted
ciphertext
> —»
Plai Y d Plai

ammtext ] ] ] ) ammtext
. Encryption algorithm Decrvption algorithm

mput * ) output

(e.z., RSA)

(a) Encryvption

2015/04/09 RRFES2015

(reverse of encryption
algorithm)



Digital Signature

Bob's
public key

J -
ﬁb » Ted
Mike i Alice
Alice's private Alices's public
key key
£ . &
Transmitted
ciphertext
> —>
Plai d d Plai
aintext aintext
. Encryption algorithm Decrvption algorithm
input ] output
(e.z.. RSA) (reverse of encryption

algorithm)

(b) Authentication
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Digital Signatures

A digital signature is a type of asymmetric
cryptography. For messages sent through an
iInsecure channel, a properly implemented
digital signature gives the receiver reason to

believe the message was sent by the claimed
sender

2015/04/09 RRFES2015



Digital Signatures

= Only A can generate the signature S of a message M
= Anyone can verify the signature S

= It can be fair judged by the third party if A and B dispute
on the signature S

Signer A Verifier B

|
Sender | Receiver
Message | Message
|
| Message
@ b, or To ba, or ol ko a
be, that is I " | be thatis the Dlge_:5t
question, whath ar queshan, whether Algorithm
s nobder in I ths nobiler im the .
|
, I
Sender's | Sender's
Private Key Public Key .
Message | +"-4+]
Digest h | % ']‘_f" 4 Message
Algorithm T _w fransmitted
l |—._ ,-t.'!' comrecthy
| Lo
, ” . Error!
-~ Message has
-4 Encryption A=l Encryption g4 been modiSed]
i~ " Algorithm [t Algaorithim =~
e F=Li <
Message Digest Encrypted Message Digest

Messane Digest
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‘ Characteristic

= The signature is authentic

= The signature is unforgeable

= The signature is not reusable

= The signed document is unalterable

= The signature cannot be repudiated

Signer A Verifier B

|
Sender | Receiver
Message | Message
|
el ! To be, or nol to Me_ssaga
be, that is | = b, that is the Dlg?st
gquesion, wheth ar queshan, whether Algorithm
i5 nobder in | I nobber im the
|
. |
Sender's | Sender's
Private Key Public Key
Message | +"i]
Digest h : % . Message
Algorithm T __w  transmitted
| |—._ .3-?'!' coreckhy
. T
. “: Error
-~ Message h
[ g ] Encryption A=l Encryption #*ogt] been modifed!
-']':"-!' Algorithirm s[:: Algeorithm I~ .r
" i 1

2015/04/ (oFes=ae Faest meiﬂiﬁfﬁ%?’é%&zm 5 Message Digest



‘ What Digital Signatures Cannot D

» Hiding information
= Protecting personal

| ]
il
al ud e
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. . Coy wetsingd the Baller Harhsl Las Chraup of & assingion, BLC. in povids Ll ssrvices
i crmneiiom wilhoihs rensal o thiscobls delsvison Inmchiss. Aiomsy Jumes Ballar s
= This is because that a e e e
pesnally provided snvlusble s vics and ool ilbresgdioe ihess rensooll procesian
L & Chmrer © s i ihe rens lie
Pamenl b snscuis ths ul Ciky © adi ihis matisr

secure digital
signature does not
allow any alternation
on the signed
document
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Privacy protection has become more and more important

tures do not provide any pr
signers, receivers
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ly rely on the internet for shopp

INncreasing

o Consumers

IVIUES

banking and other act

o E-voting

o We want to hide some information from signers/verifiers

o We want to hide the identity of signers from verifiers

An encryption system is not what we want
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Privacy Protection Digital Signaturc

We already have some digital signatures that
providing privacy protection

o Ring signature

Blind signature

Designated verifier signature

Content extract signature

d
d
d
o etc.

2015/04/09 RRFES2015



‘ Story of Ring Signatures : Old

= Once upon a time, there was a signature scheme
like a ring signature scheme in Japan.

2015/04/09




In This Talk

We consider two major paradigms when
using digital signatures

o two-entity case (a signer and a verifier)

o three-entity case ( a signer, a signature holder,
and a signature verifier)

2015/04/09 RRFES2015



‘ Two-Entity Case

ask a signature on a
é% sensitive message
( &
Nz~ OK, what protocol can we

Signer use requester

= A very friendly signer that willing to sign any
kind of secure signature that protect
requester’s privacy

2015/04/09 H=FEZ2015



Blind Signatures (Shortcoming)

Signer’s view is perfectly shut off from the
resulting signatures

The signer has no control over the message
to be signed

It is a risk for the signer to sign such a
blinded message (ie., he must trust the
signature requestor)

2015/04/09 RRFES2015



oblivious
signature

‘ Two-Entity Case

Your signature will on only
one of them

~

Igner requester

= A very friendly signer that willing to sign any
kind of secure signature that protect
requester’s privacy

2015/04/09 H=FEZ2015



Oblivious signatures

First introduced by L. Chen in 1994

Two types of oblivious signatures
o Oblivious signature with n messages
o Oblivious signature with n keys

2015/04/09 RRFES2015



Oblivious Signature with n Messag

O

V) B
e y Vo
gp\\\% S éﬁ‘ od

Signer OO, >0y

requester

By executing the protocol, the recipient R can
choose only one of the n messages to get
signed

The singer cannot find out on which message
the recipient has got the signature

2015/04/09 RRFES2015



‘ Application to On-line Shopping

= On-line shopping

e e e g —— ==




Application to E-voting

In replace of blind satures
i
EN"L A </Od
Voting
' Server
/ Anonymous

channel

i~

s
ﬁ)\/ﬁ ] Blindtsligiatsres |
70 - )

o~ signatures

voter
2015/04/09

Voting center
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Possible applications

Fair Games
o eg., On-line Lottery, finger game, etc.,

~
A

o =
Deale\r < ¢ D @ %

OB >

2015/04/09 RRFES2015



Oblivious Signature with n Keys

sk, sK,.,...,SK. |
Signer OO 0On requester

By executing the protocol, the recipient R can
get a message signed with one of n keys
which is chosen by himself

The possible signers, even the holder of the
accepted keys, cannot find out with which key
the message is got signed

2015/04/09 RRFES2015



‘ Possible application

= Access to sensitive databases

administrators




Our Contribution

Previous reference does not crisply formalize
o The notion of oblivious signatures

o The model of the schemes

o The adversary model of the schemes

We give formal definition of oblivious
signatures

We define the security/adversary model of
the schemes

We propose more efficient oblivious signature
schemes

R. Tso, T. Okamoto, and E. Okamoto, 1-out-of-n oblivious signatures, In proceedings of ISPEC’08,
2015/04,/09 Lecture Notes in Computer Science Vgi 5884 ap.45—55, 2008




Review ot Schnorr Signature Scheme

= Setting: H:{0,1} —> Z,.
P,g: two large primes s.t (| p—1,
g € Z, of order q,

= Signer's Key:(X,,Ya) : Xy € Z,, ¥, =9 mod p.
= To sign a message m e {0,1} :
* K
K <, L, ¥ =H(mM ,g"modp), s =k—x,r modg.
= The signatureis o =(r ,s).

= A user R accepts the signature if and only if
r =H(m ,y,9° mod p).

2015/04/09 RRFES2015



Proposed Scheme

(based on Schnortrt sig)
essages ‘ |

‘ . Signer ;
LJWl Lf\/fz Recipient

PK:y =9%,9,h € Z,,0,q € Nprime te{l,2}, re€RpZy
SK:x€pZgql(p—1) c ¢ = g"h*modp
kyky €0 Z, i
K= gMimodp,i=12 i
&, = H(m;,K;c/(gh)'modp) |
8 =kj—xémodq (81, 81) o
. e=¢,

A A

(€2,52) s=r—+L+ Sp

[ 2 _)
(modgq
2015/04/09 REFES2015



Security

Security for signers: Unforgeability

o It is computationally infeasible for any adversary
to produce any valid signature without knowing
the private key of the original signer (EUF-ACMA
secure)

Security for recipients: Ambiguity in selected
message

o It is unconditionally infeasible for any attacker S to
find out which one of the messages is chosen by
a recipient R

2015/04/09 RRFES2015



Performance Comparison

Communication Cost (bits)

Computation

Numbers of

Scheme o
S— R R—»S | R—»V S R V Communications
DSA-OT 2368n 1024 320 5nEx 3Ex 2Ex 2
SIS 3232n 160 7488 | 3nEx | 210 | gp, 3
scheme Ex
2n+2
FReleoen 320n 160 320 | 2nEx | P2 | ey 2
scheme Ex




‘ Three-Entity Case

Request a privac Oblivious (@
u ivacy ‘g . L
{/%X protection signature verification??

( S

gzé\

) AV
<\ | 5y
Nz~ A

_ ( 2
_ Only standard '
Signer signatures requester

A

o
I

[

[

Verifier

= A unfriendly signer who will sign using only

conventional digital signatures such as DSA,
ElGamal, or Schnorr

2015/04/09
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Motivation

During the course of a person’s lifetime, one
can find many cases in which a formal
document /certificate is required to be
presented to a third party

Usually, those certificates contain a lot of
personal information

o Some of them may be necessary to be presented
In one case but not in other cases

2015/04/09 RRFES2015



Motivation

Due to the increased awareness of privacy
Issues, an owner of a certificate may wish
that

o Only the limited information which is necessary for
that specific case can be verified

o While other information included in the certificate
which is irrelevant to the case cannot be verified
by a third party

2015/04/09 RRFES2015



Solutions to the above Mentioned

Problem

Ask the CA issuing the certificate to issue a
copy of the certificate case by case

o Whether this kind of a friendly CA exists

The adoption of an anonymous credentials
2 An interactive protocol is required

The adoption of an sanitizing signature

scheme

o Need the agreement of the original author to perform
such an division and extraction processes for the user

2015/04/09 RRFES2015



Our Solution- Universal 1-out-of—n

Signature

A US(.n) s a solution to deal with the above
mentioned problem without the assistance of the
original signer

In a USU':N) | a signer signed a document m by a
standard digital signature and sent to a user

Without a modification to the signature, anyone can
verify the correctness of the signature

When necessary, the user holding the signature can
modify the signature into a US("" in which n
different signatures on | (<=n)different messages
signed by k (<=n)different signers are involved

2015/04/09 RRFES2015



Features of a USU0)

Message Ambiguous: n different signatures on n
different messages (including m) signed by the
original signer

Signer Ambiguous: n different signatures on the same
message m signed by n different signers (including
the original signer)

Message and Signer Ambiguous: n different
signatures on n different messages (including m)
signed by n different signers (including the original
signer)

Set-up-free: the US(:n) can be made without the
knowledge or consent of any users

2015/04/09 RRFES2015



‘ Universal 1-out-of-n Signatures

/%\
@L@\/f/ |
Signer
M, M,
Alice AliceV
which
M, .
one iIs
Bob real?
L7 \_ J
M3
Cindy

2015/04/09 RRFES2015



Possible Applications (1/4)

P |
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Possible Applications (2/4)
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‘ Possible Applications (3/4)
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Possible Applications (4/4)

= Show a signed contract but ambiguous some
information

[10000USD) [(5000USD | [30000USD [100USD |
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Proposed Scheme

System Setting: H:{0,1}' > Z,.
P,g: two large primes s.t (| p—1,
g eZ, of order q,

Signer Key: (x,,Y,) : X, € Z;, Y, = 9™ mod p.
To sign a message m” € {0,1} :
kK<g Z;, I =H(m",g"mod p), s"=k—x,r modq.
The signature is & =(r",s").
A user R accepts the signature if and only if
r=H(m ,yAg modp)
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Proposed Scheme

Conversion: m eM ={m----m },y, e PK ={y,,---,y }.
0 For m :8" « g* mod p. |Schnorr Sig. «(r",s")
o For m eM\{m'}:
a; —q Z:, r<~H(m,a), o 4 i mod p.
i
o More over, make a witness hiding proof WHP(s") for s
o The 1l-out-of-n signature is

(WHP(S*)a(mlan>51)>"'a(mi>ﬁ»é})a“‘a(mnarnﬂ5n))°
Oblivious Verification:
o Checkif r=H(m,y's), 1<i<n.
=—Check the-correctness-of - WHP(s ).
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Witness Hiding Proof

The purpose of witness hiding proof WHP(s) is
to convince a verifier that the prover knows
some witness s for input §.
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What 1s a Zero Knowledge Proof?

19854 Goldwasser, Micali and RackoffFfig
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Wikipedia

o In cryptography, a zero-knowledge proof or
zero-knowledge protocol is an interactive
method for one party to prove to another that a
(usually mathematical) statement is true, without

revealing anything other than the veracity of the

statement.
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What is a Zero Knowledge Proof?

Classic Example:

o Ali Baba's Cave (zero-
knowledge cave)

Alice wants to prove to bob
that she knows how to open
tstle secret door between R and

o BobgoestoP
o AlicegoestoRorS
d

Bob goes to Q and tells Alice
to come from one side or the
other of the cave

o If Alice knows the secret, she
can appear from the correct
side of the cave every time

Bob repeats as many times
image from RSA Labs [1] until he believe Alice knows to
http://www.rsasecurity.com/rsalabs/node.asp?id=2178 open the secret door
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Why called Zero-knowledge

At the end of the protocol

o Bob will believe that Alice really knows the secret
to open the door

o Bob cannot transfer this proof to a third party
o Bob got no information about the secret
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Prove ot Ownership of a Car
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Prove ot Ownership of a Car

Day 1: Head
Day 2: Head
Day 3: Head
Day 4: Head
Day 5: Head
Day 6: Head -
Day /: Head —

Day 8: Head 'eeie
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Prove ot Ownership of a Car

Bob cannot transfer this proof to a third party
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Security

= Unforgeability: based on the security of the
Schnorr signature and the WHP

= Ambiguity : unconditionally secure
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‘ Relation to
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‘ Relation to other Signatures
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‘ Relation to
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Relation to other Signatures

us.n)
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Conclusion

Many kinds of signature schemes providing privacy
protection are introduced

To protect personal information against signers, we
iIntroduced a new oblivious signature

To protect personal information against verifiers, we
introduced a new type of signature scheme called US(.")

A secure digital signature does not allow any alternation
on the signed document, so we can only ambiguous the
contents of a message or ambiguous the real signer

In this way to prevent or discourage the abuse of
personal information by a third party
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= Thank you!
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