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何謂資訊安全

 資訊對組織而言就是一種資產，和其它重要的
營運資產一樣有價值，因此需要持續給予妥善
保護。資訊安全可保護資訊不受各種威脅，確
保持續營運、將營運損失降到最低、得到最豐
厚的投資報酬率及商機。
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現實世界中的資產保護

實際的世界

保護
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電子方式的資產保護



虛擬的世界

資訊

010100011110110101011100001101

密碼技術

保護

2015/04/09 東吳應數2015



資訊安全的威脅

1. 環境的威脅:(15%~17%)

• 火災､水災､地震等

2. 人的威脅:(83%~85%)

1) 內部人員:(70%~85%)
• 疏忽､犯錯､惡意行為等

2) 外部人員:(3%~5%)
• 駭客､病毒､竊聽等
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為維護資訊安全 ISO 17799定義

 ISO 17799:關於資訊安全管理的國際標準

 a) 機密性（ confidentiality）：確保只

有經授權（ authorized）的人才能存取

資訊。

 b) 完整性（ integrity）：保護資訊與處

理方法的正確性與完整性。

 c) 可用性（ availability）：確保經授權

的使用者在需要時可以取得資訊及相關資

產。

‧ More: 不可否認性(non-repudiation)
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密碼學

 密碼學(Cryptography): 包含各種（廣義）加密技
術的學科總稱

密碼學

認證
簽名

加密
解密
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中國文學的密碼技術



我聞南海大士

為人了卻凡音

秋來明月照柴門

香滿禪堂幽徑

屈指靈山會後

居然紫竹成林

同男童女拜觀音

僕僕和居榮幸

2015/04/09 東吳應數2015



2015/04/09 東吳應數2015



鵝飛鳥去永不回

良字去頭雙人陪

雙木非林心相隨

您若無心各自飛

語譯：

我很想你
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Classical Cryptography
（古典密碼學）



Caesar Cipher

 earliest known substitution cipher
 by Julius Caesar 
 first attested use in military affairs
 replaces each letter by 3rd letter on
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Caesar Cipher

 Example:

 Can define transformation as
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 使用適當方法對明文進行編譯所形成的訊息稱
為密文。

 使用適當方法對明文進行編譯所形成的訊息稱
為密文。
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The Adventure of the Dancing Men

In Sherlock Holmes' story "The 
Adventure of the Dancing Men", a 
man reports that his wife, Elsie, 
became upset when she received 
several notes with figures of dancing 
men on them. Holmes went about 
deciphering the code. He knew that E 
is the most common letter in the 
English language and that there was a 
high probability that the name "Elsie" 
appeared somewhere in one of the 
messages. Using this information, can 
you decipher the messages she received 
and the one message she sent? 

2015/04/09 東吳應數2015



The Adventure of the Dancing Men
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The Adventure of the Dancing Men
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“ELSIE PREPARE TO MEET THY GOD”



Enigma Machine
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Rotors of Enigma Machine

 ex: 
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現代密碼
（Contemporary Cryptography）



Contemporary Cryptography

 對稱式密碼（symmetric key cryptography）

 公開金鑰密碼(public key cryptography)
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傳統加密模型
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傳統加密技術的問題點
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對稱式密碼系統(Symmetric 
Cryptography)
 又稱為傳統或秘密金鑰 (conventional or 

secret key)密碼系統

 需要傳送和接收雙方均擁有相同的一把金鑰
匙

 若加密鑰匙不幸外漏，則解密鑰匙等於一併
外漏。

2015/04/09 東吳應數2015



對稱加密技術的優缺點

 優點：

 速度較快

 缺點：

 需要有一個安全性機制將金鑰匙安全性的分送至交
易的雙方。

 若要秘密通訊 , 兩兩人之間就需要一把key , n人需
要n(n-1)/2把key

 兩個人之間共同保有個secret key若其中一方洩漏則
相互傳遞的加密訊息無效(等於被攻破了)
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著名的對稱性加密演算法

 Data Encryption Standard (DES)
 Triple DES (3DES)
 IDEA
 RC4
 AES
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公開金鑰密碼
（Public Key Cryotosystem）
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 Alice欲將訊息送給Bob

Public key 系統簡介 (加解密）
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公開金鑰密碼的原理

例：RSA

加密

n （公開金鑰n = 
p×q）

解密

明文M 密文C

p,q（秘鑰）

難
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公開金鑰密碼的安全性

基於數學上的難問題

 因數分解問題（Prime Factoring）

 離散對數問題(Discrete Logarithm)

 Computational Diffie-Hellman Problem

 …….
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因數分解問題

問題：給一個合成數

答： 的因數

n
n ndd 1,
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因數分解問題（IFP）

問：n=15
答 : 3,5

問：n=247
答 : 13,19

問：n=4284179
答 : 541,7919

問：n=83887277
答 : 9157,9161

問:|n|=1024bit
答 : (difficult)

|n|=768 bits, 2009年破解
實用上,|n|=1024
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18819881292060796383869723946165043980716356337941
73827007633564229888597152346654853190606065047430
45317388011303396716199692321205734031879550656996
221305168759307650257059

US$10,000 –– RSA-576

398075086424064937397125500550386491199064362
342526708406385189575946388957261768583317

47277214610743530253622307197304822463291469
5302097116459852171130520711256363590397527

Solved on Dec. 3, 2003
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US$200,000 –– RSA-2048
2519590847565789349402718324004839857142928
2126204032027777137836043662020707595556264
0185258807844069182906412495150821892985591
4917618450280848912007284499268739280728777
6735971418347270261896375014971824691165077
6133798590957000973304597488084284017974291
0064245869181719511874612151517265463228221
6869987549182422433637259085141865462043576
7984233871847744479207399342365848238242811
9816381501067481045166037730605620161967625
6133844143603833904414952634432190114657544
4541784240209246165157233507787077498171257
7246796292638635637328991215483143816789988
5040445364023527381951378636564391212010397
1228221207203572015/04/09 東吳應數2015



離散對數問題(Discrete Logarithm 
Problem)

p g y
答： 滿足 pgy x mod

的

整数問題：質數 , ,
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Modular運算 (mod)



 a 及 b 被 n 除後之餘數相等

 例

)(mod≡ nba

)5(mod7≡2
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Discrete Logarithm Problem

 Ex. 
1. 8=2x mod 11,                       x=3
2. 18=2x mod 19,                      x=8 
3. 18=3x mod 23,                      x=20
4. 1 = 7x mod 3571                    x= 3570

實用上,|p|=1024
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Symmetric Cryptosystem

Symmetric Encryption
Symmetric Cryptosystem
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Diffie-Hellman Key Exchange 
Protocol
 PKC的概念為W. Diffie 和M. E. Hellman在

1976年所提出

 安全性基於離散對數問題

g,ga gb

Agreed Key : gab ∈Zq

a, ,b

Alice BobCDH Problem
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Asymmetric Encryption
Public Key Cryptosystem
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公開金鑰密碼技術的優缺點

 優點：
 加密金鑰公開也不影響系統的安全性

 不需要安全通道（Secure channel）來分配鑰匙
（因為加密用的鑰匙可以公開發送）

 加密者不需要記任何密鑰

 解密者只需記一個密鑰

 可用在加解密及數位簽章

 缺點：

 效率較差，速度慢
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著名的公開金鑰密碼系統

 RSA Cryptosystem
 ElGamal Cryptosystem
 Digital Signature Algorithm (DSA)
 …
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公開金鑰加密流程

2015/04/09 東吳應數2015



Digital Signature
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Digital Signatures

 A digital signature is a type of asymmetric 
cryptography. For messages sent through an 
insecure channel, a properly implemented 
digital signature gives the receiver reason to 
believe the message was sent by the claimed 
sender
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Digital Signatures
 Only A can generate the signature S of a message M
 Anyone can verify the signature S
 It can be fair judged by the third party if A and B dispute 

on the signature S
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Characteristic
 The signature is authentic 
 The signature is unforgeable
 The signature is not reusable 
 The signed document is unalterable 
 The signature cannot be repudiated 
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What Digital Signatures Cannot Do?

 Hiding information
 Protecting personal 

privacy

 This is because that a 
secure digital 
signature does not 
allow any alternation 
on the signed 
document
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About Privacy Protection

 Traditional digital signatures do not provide any privacy 
protection for users (signers, receivers)

 Privacy protection has become more and more important
 Consumers increasingly rely on the internet for shopping, 

banking and other activities
 E-voting

 An encryption system is not what we want
 We want to hide the identity of signers from verifiers
 We want to hide some information from signers/verifiers

 A secure system to protect personal information is 
required

Signature  schemes providing privacy 
protection
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Privacy Protection Digital Signatures

 We already have some digital signatures that 
providing privacy protection
 Ring signature
 Blind signature
 Designated verifier signature
 Content extract signature
 etc.
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Story of Ring Signatures : Old
 Once upon a time, there was a signature scheme 

like a ring signature scheme in Japan.

資料來源：www.iacr.org/conferences/crypto2005/r/38.ppt2015/04/09 東吳應數2015



In This Talk

 We consider two major paradigms when 
using digital signatures
 two-entity case (a signer and a verifier)
 three-entity case ( a signer, a signature holder, 

and a signature verifier)
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Two-Entity Case

 A very friendly signer that willing to sign any 
kind of secure signature that protect 
requester’s privacy

Signer requester

ask a signature on a 
sensitive message

OK, what protocol can we 
use

blind 
signature
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Blind Signatures (Shortcoming)

 Signer’s view is perfectly shut off from the 
resulting signatures

 The signer has no control over the message 
to be signed

 It is a risk for the signer to sign such a 
blinded message (ie., he must trust the 
signature requestor)
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Two-Entity Case

 A very friendly signer that willing to sign any 
kind of secure signature that protect 
requester’s privacy

Signer requester
either one is ok

oblivious 
signature

Your signature will on only 
one of them
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Oblivious signatures

 First introduced by L. Chen in 1994
 Two types of oblivious signatures
 Oblivious signature with n messages
 Oblivious signature with n keys
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Oblivious Signature with n Messages

 By executing the protocol, the recipient R can 
choose only one of the n messages to get 
signed

 The singer cannot find out on which message 
the recipient has got the signature

Signer requester ''

2

'

1
,...,,

n

 i
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Application to On-line Shopping

 On-line shopping

1. Which product interests the user is kept secret to the seller

2. Get receipt from the seller
2015/04/09 東吳應數2015



Application to E-voting

 In replace of blind signatures

voter Voting center

Voting 
Server

Anonymous 
channel

Blind signaturesOblivious 
signatures
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Possible applications
 Fair Games 
 eg., On-line Lottery, finger game, etc., 

Dealer c

OB Sign on

Player
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Oblivious Signature with n Keys

 By executing the protocol, the recipient R can 
get a message signed with one of n keys 
which is chosen by himself

 The possible signers, even the holder of the 
accepted keys, cannot find out with which key 
the message is got signed

Signer requester ''

2

'

1
,...,,

n

 insksksk ,...,, 21
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Possible application
 Access to  sensitive databases

1. Which database interests the user is kept secret to the administrators

2. Get permit to access one of the databases from the administrators

administrators
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Our Contribution

 Previous reference does not crisply formalize
 The notion of oblivious signatures
 The model of the schemes
 The adversary model of the schemes

 We give formal definition of oblivious 
signatures

 We define the security/adversary model of 
the schemes

 We propose more efficient oblivious signature 
schemes

 R. Tso, T. Okamoto, and E. Okamoto, 1-out-of-n oblivious signatures, In proceedings of ISPEC’08, 
Lecture Notes in Computer Science Vol. 4991, pp.45—55, 20082015/04/09 東吳應數2015



Review of Schnorr Signature Scheme

 Setting: 

 Signer’s  Key:
 To sign a message                 :

 The signature is
 A  user R accepts the signature if and only if

, :  two large primes s.t | 1,p q q p 
*  of order ,pg Z q

* *:{0,1} .qH Z

*( , ) : , mod .Ax
A A A q Ax y x Z y g p 

m {0,1}*

k R Zq
*,   r  H (m ,gk mod p),   s  k  xAr mod q.

  (r ,s ).

r  H (m , yA
r g s mod p).
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Proposed Scheme 
(based on Schnorr sig.)

： Signer ：
Recipient

Messages
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Security

 Security for signers: Unforgeability
 It is computationally infeasible for any adversary 

to produce any valid signature without knowing 
the private key of the original signer (EUF-ACMA 
secure)

 Security for recipients: Ambiguity in selected 
message
 It is unconditionally infeasible for any attacker S to 

find out which one of the messages is chosen by 
a recipient R
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Performance Comparison

Scheme
Communication Cost (bits) Computation Numbers of 

CommunicationsS R R      S  R      V               S R V

DSA-OT 2368n 1024 320 5nEx 3Ex 2Ex 2

Chen’s 
scheme

3232n 160 7488 3nEx
(2n+10)
Ex

8Ex 3

Proposed 
scheme

320n 160 320 2nEx
(2n+2)

Ex
2Ex 2



Three-Entity Case

 A unfriendly signer who will sign using only 
conventional digital signatures such as DSA, 
ElGamal, or Schnorr

Signer requester

Request a privacy 
protection signature

Only standard 
signatures Verifier

Oblivious 
verification?
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Motivation

 During the course of a person’s lifetime, one 
can find many cases in which a formal 
document /certificate is required to be 
presented to a third party

 Usually, those certificates contain a lot of 
personal information
 Some of them may be necessary to be presented 

in one case but not in other cases
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Motivation

 Due to the increased awareness of privacy 
issues, an owner of a certificate may wish 
that
 Only the limited information which is necessary for 

that specific case can be verified
 While other information included in the certificate 

which is irrelevant to the case cannot be verified 
by a third party
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Solutions to the above Mentioned 
Problem
 Ask the CA issuing the certificate to issue a 

copy of the certificate case by case
 Whether this kind of a friendly CA exists

 The adoption of an anonymous credentials
 An interactive protocol is required

 The adoption of an sanitizing signature 
scheme
 Need the agreement of the original author to perform 

such an division and extraction processes for the user
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Our Solution- Universal 1-out-of-n 
Signature
 A US(1,n) is a solution to deal with the above 

mentioned problem without the assistance of the 
original signer

 In a US(1,n) , a signer signed a document m by a 
standard digital signature and sent to a user

 Without a modification to the signature, anyone can 
verify the correctness of the signature 

 When necessary, the user holding the signature can 
modify the signature into a US(1,n) in which n 
different signatures on l (<=n)different messages 
signed by k (<=n)different signers are involved
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Features of a US(1,n)

 Message Ambiguous: n different signatures on n 
different messages (including m) signed by the 
original signer 

 Signer Ambiguous: n different signatures on the same 
message m signed by n different signers (including 
the original signer) 

 Message and Signer Ambiguous: n different 
signatures on n different messages (including m) 
signed by n different signers (including the original 
signer)

 Set-up-free: the US(1,n) can be made without the 
knowledge or consent of any users 
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Universal 1-out-of-n Signatures 

Signer VerifierUser

M1

Alice

M1

Alice

M3

Cindy

M2

Bob

I see. 
But 

which 
one is 
real?
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Possible Applications (1/4)
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Possible Applications (2/4)

University
Faculty

Name

Birthday

No.

2015/04/09 東吳應數2015



Possible Applications (3/4)

A. Uni.

Engineering

Alice

２５

123456

Alice

３０

１１１１１１

Alice

２０

２２２２２２

B. Uni.

History

C. Uni.

Language
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Possible Applications (4/4)

 Show a signed contract but ambiguous some 
information

10000USD ５000USD １００USD30000USD
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50 51

…………

75 76
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男

女
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Proposed Scheme

 System Setting: 

 Signer Key:
 To sign a message                 :

 The signature is
 A  user R accepts the signature if and only if

, :  two large primes s.t | 1,p q q p 
*  of order ,pg Z q

* *:{0,1} .qH Z

*( , ) : , mod .Ax
A A A q Ax y x Z y g p 

* *{0,1}m 
* * * * *,   ( , mod ),   mod .k

R q Ak Z r H m g p s k x r q   
* * *( , ).r s 
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Proposed Scheme 

 Conversion: 
 For
 For

 More over, make a witness hiding proof                      for    
 The 1-out-of-n signature is 

 Oblivious Verification: 
 Check if
 Check the correctness of 

*
1 1{ , , }, { , , }.n A nm M m m y PK y y    

*\{ }:im M m

** *: mod .sm g p 

 *
1 1 1( ), ( , , ), , ( , , ), , ( , , ) .i i i n n nWHP s m r m r m r   

*
i,   ( , ),   mod .

i
i

ri R p i i i
i

Z r H m py
    

( , ),       1 .ir
i i i ir H m y i n  

*.s*( )WHP s
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Witness Hiding Proof

 The purpose of witness hiding proof WHP(s) is 
to convince a verifier that the prover knows 
some witness s for input   .
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What is a Zero Knowledge Proof?

 1985年Goldwasser, Micali and Rackoff所提出

 概念

 在不洩漏某個特定資訊的情況下，也能證明自己確
實知道此特定資訊

 Wikipedia
 In cryptography, a zero-knowledge proof or 

zero-knowledge protocol is an interactive 
method for one party to prove to another that a 
(usually mathematical) statement is true, without 
revealing anything other than the veracity of the 
statement.
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What is a Zero Knowledge Proof?

 Classic Example:
 Ali Baba’s Cave (zero-

knowledge cave)
 Alice wants to prove to bob 

that she knows how to open 
the secret door between R and 
S.
 Bob goes to P
 Alice goes to R or S
 Bob goes to Q and tells Alice 

to come from one side or the 
other of the cave

 If Alice knows the secret, she 
can appear from the correct 
side of the cave every time

 Bob repeats as many times 
until he believe Alice knows to 
open the secret door

Image from RSA Labs [1]
http://www.rsasecurity.com/rsalabs/node.asp?id=2178
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Why called Zero-knowledge

 At the end of the protocol
 Bob will believe that Alice really knows the secret 

to open the door
 Bob cannot transfer this proof to a third party
 Bob got no information about the secret 

2015/04/09 東吳應數2015



Prove of Ownership of a Car
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Prove of Ownership of a Car

 Day 1: Head Left
 Day 2: Head Right
 Day 3: Head Left
 Day 4: Head Right
 Day 5: Head Right
 Day 6: Head Left
 Day 7: Head Left
 Day 8: Head Left
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Prove of Ownership of a Car
 Bob cannot transfer this proof to a third party
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Security

 Unforgeability: based on the security of the 
Schnorr signature and the ＷＨＰ

 Ambiguity：unconditionally secure
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Relation to other Signatures 

Signer VerifierUser

US(1,n)

n messages

n keys
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Relation to other Signatures 

Signer VerifierUser

universal 1 out of n signature

n messages

n keys

1 messages

US(1,n)

ring signature
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Relation to other Signatures 

Signer VerifierUser

universal 1 out of n signature

n messages

n keys

1 messages

US(1,n)

universal 
designated verifier 

signature

2 keys

2015/04/09 東吳應數2015



Relation to other Signatures 

US(1,n)

universal 
designated verifier 

signature

ring signature

designated verifier 
signature
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Extensions: 
Oblivious Signature +US(1,n)

 OS:

 US(1,n)

VerifierUserSigner
*

1{ , , }nm m m 

1

n

m

m


*( )m

*( )m
1 1' ( )

 
' ( )n n

m

m





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Conclusion
 Many kinds of signature schemes providing privacy 

protection are introduced
 To protect personal information against signers, we 

introduced a new oblivious signature
 To protect personal information against verifiers, we 

introduced a new type of signature scheme called US(1,n) 

 A secure digital signature does not allow any alternation 
on the signed document, so we  can only ambiguous the 
contents of a message or ambiguous the real signer

 In this way to prevent or discourage the abuse of 
personal information by a third party
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 Thank you!
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